Fact Sheet

ARIC™ Risk Hub SaaS

Leverage award-winning enterprise fraud and financial
crime prevention while reducing your total cost of
ownership and burden on your IT teams

Your IT department delivers operation-critical functions ARIC™ Risk Hub Software as a Service (Saas) enables o
within your business having to deploy complex solutions customers to optimize their technical resources, reducing &
with powerful capabilities to perform the tasks that are the dependency on specialist skills, individuals, or teams.

crucial to business outcomes.
The cloud-based instance of the ARIC Risk Hub, is

To keep service running with minimal disruption to securely deployed and segregated within a Featurespace
the business, can require significant investment in the operated cloud, enabling greater control and predictability
extensive training or recruitment of highly skilled IT of deployment, integration, routine operation and

teams, software and/or hardware. maintenance costs.

Deploy and scale rapidly

e Monitored and managed service Data out
Featurespace monitor, manage and provide technical
support for ARIC Risk Hub deployments with specialist
teams able to resolve issues before they have the chance to
impact an operational service

Event API User Interface
\ Manage cases, review
.1 and respond to events
identified as fraud or
e suspicious activity

within ARIC Risk Hub

™

ARIC Risk Hub

Dedicated secure ARIC Risk Hub instance, hosted in a secure
Amazon S3 virtual private network, highly available and fault-tolerant

, Amazon S3
across selected AWS regions

Leverage the expertise of Featurespace support and A team of Featurespace experts will assess your
operational teams for market leading capabilities while on-premise installation, including integrations with
reducing complexity in configuration while maintaining other on-premise solutions and data set size to deliver
control and responsibility over specific aspects such as an estimate and plan for migration to an ARIC Risk Hub
the data sent to the platform and 3rd party integrations SaaS deployment. Featurespace will conduct a security
such as single sign on (SSO). assessment and advise to ensure optimal conditions

are met and assist in providing process and technical
documentation as required by regulators.
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Cloud-based instance of ARIC Risk Hub Compliance and Security

= Secure, segmented and isolated deployment

= Dedicated Cloud Operation and Support teams

= Installation, ongoing management, system, analytics
monitoring and support by Featurespace

= 99.95% production availability

= Core ARIC Risk Hub capabilities

= Configuration available through Ul application

= Mature integration points for data in, data out and Ul
authentication

Conforms to industry-leading global security standards,

certification, and accreditation

= PCI-DSS certified AWS environment (assessed yearly by
an external Qualified Security Assessor)

= SOC 2 Type 1 compliant

= Data residency compliant (US, UK, Canada, and EU)

Open Web Application Security Project (OWASP)

assessed

Dedicated security function responsible for monitoring

and analyzing security alerts, infrastructure-level and

application-level vulnerability scans and penetration

testing performed by externally qualified specialists

within the card payment industry

Encryption in transit — ARIC™ supports TLS 1.2

throughout to secure all data exchanges and via its data

connectors for ingesting data from remote locations

Encryption at rest — Hardware hosting ARIC Risk Hub

data store components are encrypted at disk and

0S level

ARIC™ Risk Hub_ = PAN Data - eliminates the need for customers to send

any untokenized Primary Account Numbers (PAN) data

to ARIC Risk Hub

Key Benefits

Reduce Costs

Reduce TCO by eliminating hardware and operational maintenance fees including hidden costs such
as firmware updates, operating system patches, upgrades and data center or environment capacity
management and planning. Reduce cost further by reducing your compliance burden, Featurespace
Saas is PCI-DSS compliant and SOC 2 certified.

Go-Live Rapidly

Reduce time to go live by73%. ARIC Risk Hub SaaS eliminates the need to create large
multi-discipline project teams, onboard new suppliers, procure hardware, or stand-up complex
infrastructure.

B
resources. 24x7 support, our team of experts monitor, manage, and provide technical support to

Increase Operational Efficiency

Offload the operational burden of platform maintenance and multi-discipline technical and support

|
customers through our online portal, email, or over the phone.

Maintain Compliance and Mitigate Risk
ARIC Risk Hub Saas facilitates proactive and transparent delivery of patches, upgrades and fixes
ensuring your environment and data remains safe and compliant.

) (J Optimize Uptime

‘{ Achieve 99.95% Service Level Availability (SLA) (excluding scheduled downtimes) through a highly
available platform and resilient deployment architecture coupled with proactive monitoring and
management of the platform.

Get in touch to discover how Featurespace can help you reduce your market FEATURE

share of fraud and bring down business risk and cost.
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